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(54) Abstract Title 

Reducing the data rate when idle state symbol errors exceed a threshold 

(57) Data can be transmitted between an Ethernet network hub and an end station at a plurality of different 
data rates, the rate being selected by an auto-negotiation process. The data connection is maintained in the 
absence of meaningful transmitted data by the transmission of a continuous sequence of 'idle state' symbols. 
The occurrence of errors represented by a non-idle state symbol immediately followed by an idle state symbol 
is monitored. When the rate of occurrence of errors exceeds a threshold the data connection is forced to 
proceed at a lower data rate. 
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At least one drawing originally filed was informal and the print reproduced here is taken from a later filed formal copy. 
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MONITORING OF CONNECTION BETWEEN AN ETHERNETHOB 
AND AN END STATION 

FEU) OF THE INVENTION 

This invention re<..es ,o packe-switched d... —ication n«worU and pa^icuMy an 
2L« ncwo* 0, si-niiar n.^ ^Wn da» .nay be Wecred between a bu a^ 
Lber ne««,H= sution (paniculaHy an end s...ion such as a persona. eon,pu,.. a Ueas. .wo 
differen,.a.es.,bebuband.heo,he,n«wort=s.aUonb.ingab>e.oes..bUshase.e«.dda,a,a« 

Tins of au,o-nego.ia,ion. Tbc inv«„ion is par.icu,arty -bou^h no. necessanly excius-veiy 
imended for use wi,h an amo-negotiarion sch«ne as defin«l in IEEE 802.,u. 

BACKGROUND OF THE INVENTION 

AS swi.cbing and o.b. .ecology has improved, .he ra.e a, which d..a -V <™^-^ 
he.w.en ne.wor. devices has increased Curren.,y .here are various s.andards ,o wh,ch 
successive g«,era.ions of „e.wor. devices have been designed .0 op«a.e. In pan^Ur.^ 
s..ndard d,« ra.e of 10 n.eg,bi.s per second has been paniy pian.ed by a s.a„ ard of 00 
„egabi.s per second and is expeced .0 be supp.an.ed by an even fas.er ra.e, , 000 a 
per second. However. «^ devices op.ra.ing according .o obsolescen, s.andards (. h 
Lr da.. ,«e) con.»ued .o be used. I. .herefor. follows i. is .cnown for a ne.wo^ u 
,0 be capable of ^.changing da.a wi.h ano.her ne.work s».ion a. a piuraluy of d,freren 
seiecabie ra.es .. is also know. ».d speci««i in for example in .he above menuoned ncwork 
s,andard, for a hub and a s,..ion .0 which i. is conneced .o comn.«.ce a "co„versa..on by 
aprocess of • au.o-nego.ia.ion-. wher«n a ncwor. hub esublishes ^~""'^'^2 
and response whe.her .he o,her s,a.ion is capable of .r.nsmi..ing and reccvng da,a a. .he 
«^ of nvo ra.es (or a r,.e which is pracicaily .he Hgh«. of a ™..ip.i.*y of ra,es, so .h, 
„;.a«er .he hub and .he o.her s.a,ion exchange infbrmauon or .ransmi, infonnation from on. 
to ih. o.her at the selected higher or highest rate 



It is also known to maintain a connection between a hub and another station by means of a 
continuous sequence of symbols representing an "idle" state. When one station at either end 
of the connection wishes to send data then by convention it sends at least a first symbol 
followed by a second symbol, representing a "carrier" signal. The data then follows in the 
format defined by the appropriate standard. At the end of the data packet a third predetermined 
symbol followed by a fourth predetermined symbol is sent, so as to represent the end of the 
carrier. Such a sequence is conventionally repeated for each and every packet transmitted 
between the stations. 

BRIEF SUMMARY OF THE INVENTION 

The present invention particularly relates to systems of this character and is concerned with 
a process for use with an auto-negotiation process, to monitor the quality of the connection, 
particularly a cable connecting a port on the hub to an end station. 

If a multi-speed connection is used with badly installed cable or a cable or other link which 
does not meet an appropriate perfomiance specification, then the reliability and throughput of 
the connection will be much reduced. The object of the present invention is to detect, by the 
monitoring of specific errors, the quality of the connection and, should the error rate 
representing a parameter of the quality of the cable exceed some selectable threshold, to cause 
the reduction of the data rate for the connection to a lower rate. 

The present invention is based on the detection of the corruption of isolated idle symbols into 
a first symbol which would normally indicate the start of a data packet but is identifiable as an 
error when followed by an idle symbol. This specific form of error, known as false carrier and 
by convention written "FaIseCarrier'\ may be used as a reliable parameter of the quality of a 
connection between a hub and an end station in accordance with the invention. 

In a preferred form of the invention, the method may be implemented on a 10/100 megabit per 
second hub repeater that uses auto-negotiation, as defined in IEEE 802.3u, to determine the 
data rate for a connection between the hub repeater and an end station. The 100 megabit per 



second cx>nnection transmits a sequence of "idle*' symbols to establish and maintain the link 
between the repeater and the end station. If these symbols are corrupted and the error rate of 
the false carriers increases above a certain threshold then the link may be downgraded to a 
data rate of 10 megabit per second. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Figure 1 illustrates schematically a hub connected to an end station; 

Figure 2 is a schematic representation of certain operational functions within the hub; 

Figure 3 illustrates a sequence of "idle'* symbols; 

Figure 4 illustrates a sequence of symbols representing the transmission of a data packet; 
Figure 5 illustrates the occurrence of a "falsecarrier" error; and 
Figure 6 is a flow diagram illustrating the operation of the invention. 
DETAILED DESCRIPTION OF PREFERRED EXAMPLE 

Figure 1 and Figure 2 illustrate schematically, as indicated previously, a hub connected to an 
end station and certain operational functions within a hub. The representation is schematic 
only, because hubs such as Ethernet hubs operating according to a dual standard such as 
10/100 megabits per second are well known in the art and the process of auto-negotiation is 
also well known, being defined in the aforementioned IEEE standard. 

Figure 1 illustrates therefore an Ethernet hub 1 having a plurality of ports 2a, 2b... 2n, to which 
port 2a is shown as connected by way of a cable connection 3 to another network station, 
particularly an end station such as a personal computer 4. The hub 1 may have many 
connections to other end stations, but each of these is an independent point to point link. The 



hub may be a stackable hub composed of a multiplicity of stacked hub units disposed to form 
a single logical entity whereby data received at any port on any of the units may be transmitted 
from any other port on any of the stacked units. 

Figure 2 illustrates in greatly simplified manner some of the functions associated with at least 
one of the ports. These functions may be exerted by processing means common to a 
multiplicity of the ports or may be individual to each port. For the sake of simplicity, since 
Figures 1 and 2 represent known practice the representation in Figure 2 does not follow the 
complex though well known architecture and processing protocols associated with Ethernet 
repeater hubs. 

Broadly, associated with the bi-directional port 2a is a receiving function RX, a data 
processing function DP, various other functions (not illustrated for convenience), an auto- 
negotiation function AN and a transmit function TX under control of both the data processing 
function and the auto-negotiation. The data processing function is shown with a connection 
to a bus BUS that may convey data elsewhere in the hub, for example to other ports. 

It is now presumed^ in accordance with known practice, that the hub is capable of sending and 
receiving data from port 2a at any one of a plurality of different rates. For the sake of 
simplicity will be presumed that the rates are 10 megabits per second and 100 megabits per 
second. Obviously, if the end station were capable of transmission and reception only at the 
lower rate, the present invention would not apply. However, it is further presumed that the end 
station is capable of operation, namely data transmission and reception, at both a lower rate 
(10 megabits per second) and a higher rate, 100 megabits per second. The present invention 
would also be applicable where for example the repeater were capable of operating at three 
different rates and the end station were capable of operating at at least two or possibly three 
of those rates. 

It is known, as indicated in the foregoing, for the hub to establish by interrogation of and 
response from the end station whether the end station is capable of operating at the higher of 
two rates and thereafter to cause the exchange of information at the higher rate. 



It is customary to maintain a connection by the transmission of a continuous sequence of 
symbols representing an idle state, as shown in Figure 3. When either of the stations wishes 
to send data, it is then conventional for the end station to transmit a first predetermined 
symbol, and particularly a J-symbol, followed by a second predetermined symbol, particularly 
a K-symbol. The transmission of these two symbols in immediate sequence represents a "start 
of carrier", and are the conventions digital version of what was originally an actual carrier 
wave in analog networks. The data then follows, panicularly as defined in the aforementioned 
IEEE specification. At the end of the data packet a third predetermined symbol, particularly 
a T-symbol, is immediately followed by a fourth predetermined symbol, particularly an R 
symbol. These two immediately successive symbols represent the "end of carrier". The 
sequence is repeated for each and every package transmitted. 

The transmission of a data packet following and preceding a sequence of idle symbols is shown 
in Figure 4. Symbols J and K are followed by the data symbols, which are followed by the T 
and R symbols whereupon the transmission reverts to a continuous sequence of idle symbols. 

If the link between the stations is badly installed or is of inadequate performance specification 
then the symbol stream is liable to be corrupted. This is shown in Figure 5, wherein a "non 
idle" symbol has been transmitted, being an idle symbol corrupted to some other symbol. 

Figure 6 represents a flow diagram of a programme which may readily be implemented in the 
data processing function of a hub repeater as shown in Figures 1 and 2. It is presumed that 
auto-negotiation has established a connection at the higher of two rates. The auto-negotiation 
function follows the establishment of a link (stage 61) and comprises initially a determination 
whether the specific port supports data transmission at each of at least two rates (stage 62). 
If the port does not support data transmission at least two rates, then stage 63 indicates that 
the present invention cannot apply and the programme will not be implemented. 

I 

If however the port does support transmission at at least two rates, an enquiry is made (stage 
64) whether the end station also supports data transmission at each of at least two rates. 
Obviously, if the end station does not do so, then the present invention will not apply and data 



will be transmitted at whatever rate the end station can support. 

If the end station supports data transmission at both rates then, the process of auto-negotiation 
will resuh in the selection of the higher of the two rates (not specifically shown in Figure 6). 
Thereafter the transmission of data between the stations is monitored to detect the occurrences 
of falsecarrier. The error rate is counted and compared with a threshold (stage 65). This is 
preferably done repeatedly, as shown in loop 66, throughout the maintenance of the data 
connection between the hub and the end station. Should the error rate exceed the threshold, 
then the data processing means produces a command forcing the speed of the port to 10 
megabits per second, as shown by stage 67. 

As indicated previously, the invention may be extended to a port capable of supporting three 
or more data rates so that if a operation at a given data rate produces an error rate exceeding 
a respective threshold the data rate determined for the pon is downgraded to the next lower 
data rate and so on. 
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CLAIMS 

1 A method of controlling the rate of transmission of data between a network hub having 
various ports and another station conneaed by way of a transmission link to one of said ports, 
wherein both the hub and the other station are capable of receiving and transmitting data at' 
any one of a defined plurality of standard data rates, said data rates comprising at least a higher 
rate and a lower rate, and wherein the hub includes means for establishing by means of auto- 
negotiation whether data is to be transmitted between the hub and the other station at the said 
higher rate, and fiirther wherein a data connection between the hub and the other station is 
maintained by the transmission of a continuous sequence of symbols representing an idle state, 
said method comprising: 

(a) monitoring at the hub the occurrence of an error represented by a symbol other than an 
idle state immediately followed by an idle state symbol; 

(b) comparing a rate of occurrence of said errors with a threshold; and 

(c) forcing the data connection to proceed at the said lower rate if the aforementioned error 
rate exceeds the threshold. 

2. A method according to claim 1 wherein a data packet transmitted from the said other 
station to the hub commences with a first predetermined symbol followed by a second 
predetermined symbol and wherein said hub detects said errors by detecting the occurrence 
of said first predetermined symbol immediately followed by a symbol representing the idle 
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